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The WPLS Team — Welcome hg1
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e Christof Paar, Christian Zenger, Johannes Kortz, Jonathan Mazyrko
* Chair for Secure Mobile Networking, PHYSEC GmbH

e Research Interests
* Future Wireless Systems
* Intelligent Reflective Surfaces
* Radio-Frequency Machine Learning Systems

* Contact
* Moodle Course

* Passwort: wpls2023
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https://moodle.ruhr-uni-bochum.de/course/view.php?id=52068
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Content & Schedule
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WPLS Content Overview hg%&
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The course covers
A. Fundamentals and theory in the lecture part

B. Practical experience and opportunity to ask questions in the lab part
C. Self-guided exploration of the topic area in the home exercise part

| ecture Exercise
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Organization of this course hgiM

* Lab course language is German (slides are in English)

* Attendance at the lecture and lab parts is strongly recommended
* Contact us in case of any problems & we will find a solution!

* Assignments shall be handled in groups of 3 students
* Each group is responsible for its hardware!
* You can work either at your own computer or laptop
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Organization of this course hgiM
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* Home exercises & programming tasks will be graded
* One submission per group (but name your group partner)
*You pass, if:

* sum of all exercises > 70%

* no exercise < 50%

* The course will cover five (six for master students) mandatory
exercises and at the end a chance to compensate a failed assignment.
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Hardware Tools and Testbeds hg1
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1. RTL-SDR + Antenna
HackRF One SDR

3. Bootable USB drive with
software (can be replaced
by a VM)

3 Raspberry Pis

Wi-Fi sticks

ZigBee sticks

BLE sticks

USB adapters
Powerbank

N

- € )
HackRF One

 GREAT SCOTT GADGETS

N
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Hardware testbeds
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Usefull software
e ggrx (Linux)
* Open source software defined radio receiver (SDR)
e supports RTL-SDR & HackRF One
 inspectrum / baudline
e Spectrum analyzer
* GNU Radio Companion

* Tool for creating signal flow graphs and generating
flow-graph source code

e Supports RTL-SDR & HackRF One
* SDR Touch (license needed)

* Mobile application for Android to use SDR with
smartphone

Preinstalled on
USB drive

433.756 00 0 Mz| ettt SR RCIUN ()

o
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Distribution of the hardware testbeds h91M

* Find yourselves in groups of 2-3
e Use Moodle to team up!

* Book a time slot in Moodle to receive your kit on campus
* Arrive on time to avoid large gathering of students
* To reduce infection risk, bring your own pen to sign for the hardware
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Anechoic Chamber Assignment (ID 04/445) hgi&
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05.-09.06.23 — Every Groups gets a Timeslot (Moodle)
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Motivation

loT, Attacks and Countermeasures
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Motivation hg1
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U.S. credit cards (,tap-and-go“)

Housepets

Anti-counterfeiting of products
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Types of RF Attacks hg
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* Sniffing: The passive observation of wireless
network traffic, noteworthy as wireless domain
enables truly promiscuous sniffing with no
direct physical access.

4

\ LAP 7 N
| (L® Wireless interface/AP i SSID : FreeWiFi I
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* Wardriving: Wardriving is type of sniffing that
refers to discovering of non-802.11 RF networks.
Example: killerbee 802.15.4 framework.

RAP  RWCx’
WC SSID : FreeWiFi “g\

S
LR »lie
3 _f/} \

 Evil-twin Attack: Standing up a decoy device or
rogue access point that mimics trusted
infrastructure, such that it tricks victims into
source: User-side Wi-Fi evil twin attack detection using random wireless channel monitoring by O. Nakhila, C. Zou connectin g into it.

Stop the drones from transmitting images

* Replay Attack: Involve retransmitting a
previously captured raw PHY-layer payload or
the synthesis of a new frame based on decoded
data.

* Jamming: Can be conducted by transmitting
noise within the target network’s RF channel
with sufficient bandwidth and power.

Drone hovered and descended or drone will return go home

source: https://www.perfectiammer.com/gun-type-drones-uav-jammers-high-power.html
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But nobody would do this, right? h91
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So leicht dringen Hacker in lhr Smart Home ein

Veroffentlicht am 04.09.2018 | Lesedauer: 9 Minuten

Von Florian Gehm
Redakteur Wirtschaft und Finanzen

b ]
¥
, Fehlalarm

Gehackt! Wenn das Smarthome nicht sicher ist, funktioniert bald gar nichts mehr 2z

omb o e Replay-Attacke 6ffnet Alarmsysteme
..Ich bin drin” - so sollte sich eigentlich nur der legitime Nutzer eines Alarmsystems nach dessen Ent-
scharfung freuen. Doch wer ungeschiitzte Funkfernbedienungen nutzt, 6ffnet auch Einbrechern Tiir und
Tor.
Von Thomas Detert

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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But nobody would do this, right? hg
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&he New Pork Cimes
Keeping Your Car Safe From Electronic Thieves

Disruptions
By NICK BILTON APRIL 15, 2015

Last weelk, I started keeping my car keys in the freezer, and I may be at the
forefront of a new digital safety trend.

Let me explain: In recent months, there has been a slew of mysterious car
break-ins in my Los Feliz neighborhood in Los Angeles. What's odd is that
there have been no signs of forced entry. There are no pools of broken glass
on the pavement and no scratches on the doors from jimmied locks.

But these break-ins seem to happen only to cars that use remote keyless
systems, which replace traditional keys with wireless fobs. It happened to
our neighbor Heidi, who lives up the hill and has a Mazda 3. It happened to
Simon, who lives across the street from me and has a Toyota Prius.

And it happened to our Prius, not once, but three times in the last month.

Source: http://www.nytimes.com/2015/04/16/style/keeping-your-car-safe-from-electronic-thieves.html
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But nobody would do this, right? hg
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30.000-Euro-Drohne mit 45-Euro-Hardware gehackt

03.03.2016 10:42Uhr - UliRies

Funk als Einfallstor

Zielgruppe fiir die Drohne, die bis zu drei Kilogramm schwere Lasten transportieren
und bis zu 45 Minuten in der Luft bleiben kann, sollen unter anderem Feuerwehren
und Polizeiorganisationen sein. Das wohl schwerwiegendste Sicherheitsproblem
steckt in der Funktechnik: Die Drohne l&sst sich nicht nur mit einer im 2,4-GHz-
Bereich funkenden manuellen Fernbedienung steuern, sondern auch mittels einer
Telemetriebox.

Diese dient als Mittler zwischen einer Android-App zur Flugplanung und dem
Flugobjekt.|In diesem Fall kommt anstelle der auf knapp 100 Meter Reichweite
beschrinkten 2,4-GHz-Technik Hardware auf Basis der proprietdren XBee-Chips
(868LP) zum Einsatz, deren Reichweite bis zu zwei Kilometer betragen soll]Auf
diesem Weg finden auch die von der Drohne erfassten Daten - durch Erweiterungen
erfasst das Modell beispielsweise Hitzesignaturen per Infrarot-Kamera oder entdeckt
Gase mittels entsprechender Sensoren — den Weg zuriick zum Tablet.

j\
- -~
- | i _-

Diese fur den kommerziellen Einsatz konzipierte Drohne bringt diverse Sicherheitsprobleme mit, die

Hackern leicht Zugriff erlauben. (Bild: heise online)

Eine unter anderem fiir den Feuerwehr- und Polizeieinsatz gedachte Drohne
funkt vergleichsweise leicht angreifbar und kann mit wenigen Handgriffen von
potentiellen Angreifern ferngesteuert werden.

Source: http://heise.de/-3126838
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Some Concrete Examples of what you can do with an SDR hg1'
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Replay Attack Analysis on
Food-Pagers
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All-you-can-eat
Security Analysis

TMC Security Analysis

¢ 3 x VHF LOC localiser
* 3 x UHF glide slope
LF ADF automatic direction finder
VOR VHF omni-directional range
z 600 W transponders
z 700 W DME distance measuring equipmen
4.3GHz radar altimeters
B

Building a Cheap ADS-B
Aircraft RADAR (ADS-B)

[2] https://kasper-oswald.de/forschung/kontaktlose-smartcards/

[1] Balint Seeber, “Hacking the wireless World with SDR —2.0”
[3] https://www.rtl-sdr.com/adsb-aircraft-radar-with-rtl-sdr/
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Physical-Layer Security... hg1
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* ... as countermeasure against advanced wireless attackers

1.
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The New Security Paradigm for the Internet of Things
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0T Goes Nuclear: Creating a ZigBee Chain Reaction [1] hg1
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* Goal: Jeiene
* worm that can automatically spread in a chain |5 oo OV ¢
reaction W SN
- . 2 q
* Requirements: % :
* Persistence of code execution on a lightbulb. 3 @3{@% Ay ¢ "
e Lateral movement O R A
el Doy v e Gl O @
* Why did this work? Ocﬁp 0B 5 — e 9P

* single symmetric encryption key
* Hardware vulnerable to side-channel analysis
* Errorsin the implementation

* What else could they do?
* Bricking attack (irreversible)
* Wireless network jamming (DoS)
* Epileptic seizures

Figure 2. The ZLL architecture.

[1] https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7958578
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Key Distribution with WPLS
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itiaIIy: Devices use the same key

..........

 Manufacturers often use a single master
key for encryption

* Simplicity for user and integrator
* Low-cost solution

 WPLS-based technology allows to
continuously diversify keys in the field

e Software-only solution
* Short-lived keys eliminate security
hardware

* Attacks on keys less attractive
e Attacks less effective

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger
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Trending Topics: Relay Attack on Keyless Go hg1
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e Thief waits for the car to send an

inquiry for the key. How i¢ could

be done

e Car releases signals asking for the
key fob to authenticate the driver.

Thief | relays that inquiry signal to

© Thief2.

Thief 2 transmits the signal to the

e key, which in turn answers directly
to the car, or gets transmitted via
the signal relay.

CC Thatcham
Research

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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RF Fingerprinting hgn
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Hardware Trojans and Manipulations hg
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Hardware Trojaner in USB-Stecker
(NSA)
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Trending Topics: Physical Integrity Assessment hg1
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* Four different approaches of Tamper Resilience exist:
1. Tamper Resistance: Tamper is made difficult
2. Tamper Evidence: Intrusion (attempts) must be evident
3. Tamper Detection: The user is notified about tamper attacks
4. Tamper Responsiveness: Countermeasures are engaged when tamper occurs

Slide

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger
27
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Trending Topics: Physical Integrity Assessment hg1
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* Four different approaches of Tamper Resilience exist:
1. Tamper Resistance: Tamper is made difficult
Tamper Evidence: Intrusion (attempts) must be evident
Tamper Detection: The user is notified about tamper attacks
Tamper Responsiveness: Countermeasures are engaged when tamper occurs
Enclosure-PUF And WPLS-based Countermeasures

s W
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E Protected Environment

V—Z & 7 I F I I I I I I I T )
* Anti Tamper Radio J — 1 A
(o) .
* Ubiquitous and scalable sensor ¥ L 8" aee I @ >
 Millimeter accuracy through radar technology v n o =!= o = W
* Multipurpose sensor through software defined tuning » " OII o @ P
* Low power and advanced power management P »
* Small size/PCB footprint: . q ATR subsystem q
* Ease of integration (component like accelerometer) b : b
H Stimulus| | Receiver E
4 : 3 T vV
q ATR Control q
4 ¥ v
f1 meter v Trigger |+ I\/Ionitor 4
o e & VA 4 I VA B L L A
igh securi
Perimeter equivalent security (FIP140 Le\,e|y4)
Ac = 1mm Changes Ac = 60pum Changes
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Trending Topics: Virtual Proof of Reality

Warheads

80,000
70,000

60,000

Estimated Global Nuclear Warhead Inventories 1945-2017

Global Warhead Inventory
(stockpiled + retired)

50,000

40,000

30,000
US Stockpile

20,000

10,000

All Others: Britain, China, France, India, Israel, North Korea, Pakistan
0 Ui U i B UL B LoD

1945 1950 1955 1960 1965 1970 1975 1980 1985 1980 1995 2000 2005 2010 2015

Proving physical statements remotely without using
classical tamper-resistant hardware and cryptographic keys.
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Open System Interconnection (OSI) Model hg1
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* None of the other layers work without the physical layer (PL)
* PL defines transmission and receiving hardware (physical machines)
* PL encodes bits into a physical signal (and vice versa)
* Physical link (cable or wireless)
* Electromagnetic wave (travels with speed of light)
* Sound, vibrations, pneumatics, ...
0SI-Model Security Services:
B - N\
Application Layer HTTP, ... Key distribution is security-critical and cost-intensive
: . Modern cryptographic protocols with dynamic key management (TLS 1.2, VPNs, XML-Enc,, ...) uses certificates e.g.
6 Presentation Layer Syntax processing, TLS, ... PKI or symmetric procedures/TTP )
SeSSIOFI Layer Reco“nectmn’ .................. \
Software - & ———7—" User as security risk
Transport Layer Transmission, TCP, UDP, . Network-keys based solutions will mostly need a manual key management. Keys are often hard coded, uses default
values or are easy to guess. (Very common in wireless environments, e.g. ZigBee, WLAN, GSM, etc.)
v Network Layer Rq‘gtiﬁé-, Mapping/ARP, IP, . J
Data Link L Me dia asses Scontml Physical Layer Security: h
atd LinkLayer logical link control, ... Utilization physical properties and characteristics of RF components and wireless channels to establish novel
- security objectivs, such as, key extraction, proximity authentication/relay station attack prevention or physical
Hardware v Physical Layer Physical properties, ... integrity assessment solutions. )
RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Some Basics

or

How to open garage doors?

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Electromagnetic Spectrum (many types of radiation) hg
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What we see as light is only a small part of the EM
spectrum.

EM radiation travels in waves. Frequency describes
how many waves per second a wavelength produces.
Wavelength measures the length of an individual

Time

wave in meters. VaVaV

Amplitude
is
i

Scientists describe the EM spectrum as a long line. At
one end with radio waves with longest wavelength and
lowest frequencies in the spectrum.

- Radio waves (football field size)

- Microwaves
electromagnetic w scale at the , | _ - Infrared light
bottom indicates rep ntative objec . . o | _ . . .
that are equivalent to the w gth e VISIble llght
scale. The atmospheric opacity « nes e , - X_Ray
what radiation reaches the Earth’s i > o L.
- Gamma Rays (atom nuclei size)
https://www.windows2universe.org/sun/spectrum/multispectral _sun_overview.html —
RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Inside the radio wave spectrum? hg1
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A= 2.4 GHz band
(" Most of the white
Wireless Used by more than 300 consumer devices, including area of this band is
Medical microwave ovens, cordless phones and wireless e reserved for
Door Openers Telemetry networks (WiFi and Bluetooth) K‘.. military lederal
: Cable TV '
A A \ 4 ) . government and
| T Satellite Highway Toll industry use
Broadcast TV Cell Phones GSM Network Transmissions Tags
Jr A
GHz 3 GHz 5 GHz
3 KH l 2 GH 4 GHz
AM Radio Auctioned Global Satellite Weather Radar 5GHz Security
v Spectrum Positioning Radio WiFi Network Alarms
System ST
Garage Door P ~%
Openers O
Mehta et al., RF Exploitation: 10T/OT Hacking with SDR, RSA Conference 2019 miICcrowaves
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We are surrounded by wireless signals almost every second

Images: Nickolay Lamm
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Motivation 5G hg1
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In 2019 the German Bundesnetzagentur has put up exclusive right of frequency
usage to auction:

1und1l Drillisch 2000 MHz 4x 5 MHz 399
3600 MHz 5x 10 MHz

02 Telefdnica 2000 MHz 4x 5 MHz 599
3600 MHz 7x 10 MHz

Vodafone 2000 MHz 8x 5 MHz 599
3600 MHz 7x 10 MHz + 20 MHz

Dt. Telekom 2000 MHz 8x 5 MHz 299
3600 MHz 9x 10 MHz

Total 420 MHz ???

497 auction rounds

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Motivation 5G hg1
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In 2019 the German Bundesnetzagentur has put up exclusive right of frequency
usage to auction:

1und1l Drillisch 2000 MHz 4x 5 MHz 1.070.187.000
3600 MHz 5x 10 MHz

02 Telefdnica 2000 MHz 4x 5 MHz 1.424.832.000
3600 MHz 7x 10 MHz

Vodafone 2000 MHz 8x 5 MHz 1.879.689.000
3600 MHz 7x 10 MHz + 20 MHz

Dt. Telekom 2000 MHz 8x 5 MHz 2.174.943.000
3600 MHz 9x 10 MHz

Total 420 MHz 6.549.651.000

497 auction rounds
Costs/MHz: 15.594.407 €
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FCC IDs hg1
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FCCID - What is this?

* Unique number, that identifies every
device capable of wireless
communication

* Gain information about the device by
using FCC.io

e US devices only

* Most devices are sold worldwide

DDDDD

customize

(3+1)B
314 4MHZ

or: Toyota

FCC ID :HYQ12BBY
IC : 1551A-12BDC
12BDC DNESO
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FCCl.o
What?

A simple search and URL shortener for FCC ID queries.

4 Gl 0O @& Federal Communications Commission < i O | [

Try it here:

Search|RSS |Updates |E-Filing |Initiatives |Consumers |Find People

FCC ID: qva-aNRS283 Search S

“Office of Engineering and Technology

-

FCC > FCC E-filing > TCB > Search FCC Site Map

1 results were found that match the search criteria:
Grantee Code: QVQ Product Code: -QNRS283

Displaying records 1 through 1 of 1.

View Display DisplayDisplay Applicant Address City State Country Zip FCCID Application Final Lower Upper
Form Exhibits Grant Corresp-Name Code Purpose  Action Frequency Frequency
ondence Date In MHz In MHz
1 Detail Ef @ Qinuo 3/F, Bldg.A, Yucheng Base, QuanzhouN/A China 3620000QVQ- Original 11/29/2014 390.0 390.0
Summary Electronics Keji Rd., High-tech Industrial QMNRS283 Equipment
Co., Ltd Park, Fengze, Quanzhou,
Fujian

Perform Search Again

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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FCC IDs hg1
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OET Exhibits List

8 Matches found for FCC ID QVQ-QNRS52B3

View Attachment Exhibit Type Date Submitted to FCCDisplay Type Date Available
Cover letter Cover Letter(s) 1172572014 pdf 11/28/2014
Cowver letter Cover Letter(s) 11/25/2014 pdf 11/25/2014
External photos External Photos 1172572014 pdf 11/25/2014
Label ID Label/Location Info11/29/2014 pdf 11/25/2014
Internal photos  Internal Photos 1172572014 pdf 11/25/2014
Test repeort Test Report 11/25/2014 pdf 11/25/2014
Test setup Test Setup Photos 11/25/2014 pdf 11/28/2014
User manual Users Manual 1172572014 pdf 11/25/2014

Instruction Manual of QN-RS283

---to Compatible with original Genie Remote
Introduction of original Genie remote and compatible remote control

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Page 3 of 30

1 General Information

1.1 Description of Device (EUT)

Trade Name ¢ Ucontrol

EUT : Rolling Code Remote Control to
Remote

Model No. ! QN-RS283

Type of Antenna ! PCB antenna, Max Gain 0dBi.

Operation Frequency  © 390 MHz

Channel number |
Modulation type : ABK
Power Supply : DC 3V Supply by battery

Wt i AT ma
i M

: u}l
,... .]|||IH ||||||I|1’|||]||

&) s
Ak
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RTL-SDR and Hack RF hgiM

e 1MHz-6GHz e 24 MHz-1766 MHz

e Half-duplex transceiver  Raw |/Q samples

 Raw l/Q samples * Receive only

* QOpen software / hardware  RTL2832U — Realtek Chip

e GNU Radio, SDR# and more

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Hack RF Replay Attacks hgiM

Hack RF can receive and send signals!

* hackrf_transfer -r 390 _data.raw -f 390000000 # listen
* hackrf_transfer -t 390 _data.raw -f 390000000 # transmit

 No modulation/demodulation needed
 Can be within 20 MHz

Costs: ca 270€

https://greatscottgadgets.com/hackrf/one/
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Hack RF Replay Attacks hgiM
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Hack RF can receive and send signals!

* hackrf_transfer -r 390 _data.raw -f 390000000 # listen
* hackrf_transfer -t 390 _data.raw -f 390000000 # transmit

 No modulation/demodulation needed
 Can be within 20 MHz

Costs: ca 270€

You can easily receive and send captured Signals -> Simple Replay Attacks possible!
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RTL-SDR hg1
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RTL-SDR can only receive signals!

e Signal analysis and processing possible
* Huge variety of (mostly free) software

Costs: ca 20€

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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RTL-SDR: GQRX hg1
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] ] Garx 2.5.3 - rtl=0

006 Receiver Options G QRX .
526.000

Hardware freq: 433.230000 MHz
Filter width MNormal B

 Waterfall view,
demodulation, save to
AGC Fast

Squelch -150,0 dBFS | 2 A -WAV
 OSX and Linux only

Filter shape Mormal

Mode Demod Off

(oM o oo

Input controls | Receiver Options 5§ Settings

Ao — On Windows you might
B ' :’*'u'1,I,""'I,"F"I,""t""~""n"f"-"'-"n.\h‘u,;r""w'rﬂa“-“-‘-" "....II‘,I|‘||Ir'u"'J|'|F'"-'lL.|I|J‘L|‘FL|;\'"'I.I‘J,||I|"' Wa n t t O u S e S D R#

Y

84
: i
i ™o
I i
] 1
1 x
1 T
I IS
i 13
I r UDP Rec Play
1 i
n L DSP

Click, drag or scroll on spectrum to tune. Drag and scroll X and Y axes for pan and zoom. Drag filter edges to adjust filter.
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RTL-SDR: GnuRadio hg1
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GnuRadio:

Dptiones
10z her_aim Thirottie Col Error Aate
= 4H : ref
Tiba: 32k Simuladen Sample Rate: 100k ek Typa: 8it Error Rata
Authen Example Windew Sizer 10M PY E o M f
Desoriptions A<jus  happens! Bits per Symbal; 2 y)) a Sy p ro CeSS I n g O
Gemurate Options: Wi GLUI -
Random Source g
Minimum: 0 Chunk= ta Symbal= ° f I I f
Max mums 4 Symbal Hl.i: 707...87.10Tmj CormteNtiom Dooder Ve ry u S e u O r
Hum Samples: 10M Dimensions L Add R N . out|
Repeat; fas “ Constellation Obgect: . &> > | d I . /
Ill:""i"" Fource WX GUI Scope Sink W GUI Hurnber Sink . .
MR Py e LU ELEn Tide: Constelladeon: £.FSKE Thile: 3R d d I f g I
Amplinake 158.110m Thdes ol ok emodaulation ot signhals
Feed: 4 XY Made: n Samphe Rate: 1230k . .
&rld Poslclome 2.0, 1, L HinWalues 0 [ ) W d L O SX
. = Trigger Mades Auss Max Walues 1 I n OWSI I n uxl
Woariable variable W Ul slider " - E'll—
ID: samp_rate A 1B EBND % dxix Label; Counts FII."I.'I: I'l::i
Vabue: LOGE Walus: <comstallation gpsks Label; ERMO IR Dot ima| Placas: d
Dafaul Valus: 12 :"':‘"':'::”]': =
umber i
Import :::'::_ ;:5 Shoer Gauge: Hids
Impart: math - -
T arld Positlons 2, 0, 1.1
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RTL-SDR: rtl fm hg
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SYNOPSIS
rti_fm [-f freq] [-options] [filename] Rtl fm:

OPTIONS
-f frequency_to_tune_to [Hz]
(use multiple -f for scanning, requires squelch)

(ranges supported, -f 118M:137M:25k) * Terminal based
-5 sample_rate (default: 24k) * Sim p|e
-d device_index (default: 0)  Demodulation tool
-g tuner_gain (default: automatic) e OSX and Linux on |y

=l squelch_level (default: 0/off)

-0 oversampling (default: 1, 4 recommended)
-p ppm_error (default: 0)

-E sets lower edge tuning (default: center)
-N enables NBFM mode (default: on)

-W enables WBFM mode (default: off)
(=M -5 170k -0 4 -A fast -r 32k -l 0 -D)

filename
(a'-' dumps samples to stdout)
(omitting the filename also uses stdout)
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Page 3 of 30
1 General Information
1.1 Description of Device (EUT) Aghen R T
Trade Name : Ucontrol aia  Ema
Vol B abi e ARnee WD gdib i FF )
g
| g )
FUT . Rolling Code Remote Control to C ::-.- . @
Remote i Wil || | ||
i
Wi l
vk RSz (OO R
Type of Antenna ! PCB antenna, Max Gain 0dBi. _—
51 rs
Ak
Operation Frequency
Channel number
Modulation type =
(T ] [] Sguiii B 0Ly
P 1NN 0 BB P T 7 i Swenap B0 A (0 gEu)
Power Supply . DC 3V Supply by battery |
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Recap: Modulation Schemes hgiM

Discrete signal (001101)

ASK — Amplitude-shift keying

FSK — Frequency-shift keying

PSK — Phase-shift keying

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Brute Force Attack on Fixed Code Garage Doors hg1
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8-12 bit code
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Fixed Code Garage Doors hg{M

Tl

e 12 Bit Garage door

* Fixed Code is send to
open the door

 ASK OOK Modulation

Assumption: We know that
this signal tarnsmits the

message 101010101000

Slide

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger
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T

e 12 Bit Garage door

* Fixed Code is send to
open the door

 ASK OOK Modulation

Assumption: We know that
this signal tarnsmits the
message 101010101000

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger
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8-12 bit code
~2ms per bit + ~¥2ms delay
5 signals per transmission

12 %212 4 11 % 211 4 10 * 210
+9x 2% 4+ 8 %28 =88576 Bits

88576 Bits
* (2ms signal + 2ms delay)

x 5 transmissions
= 1771520ms = 29.5 minutes

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Brute Force Attack on Fixed Code Garage Doors hg1
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8-12 bit code
~2ms per bit+/"’=“—'d-“ —
5 signals per

12 x 212 4 1 Thisis an average of 15 minutes to open any fixed
+9%29 4¢ code garage door with 8-12 Bit code length!
Can we get better?

88576 Bits

* (2ms sign D e
* 5 transmissiors — —
= 1771520ms = 29.5 minutes

RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger Slide
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Brute Force Attack on Fixed Code Garage Doors hg'iM

il
Wil

1771520ms

z = 354304 ms =~ 6 minutes
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Brute Force Attack on Fixed Code Garage Doors hg'iM

TURETH |
3L 0t 1

354304ms
2

= 177152 ms =~ 3 minutes
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(HCHTTHE T

Now it takes only 3 minutes!
Can we still get better?

354304ms

= 177152 ms =~ 3 minutes

2
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Bit shift register and De Bruijn Sequence hg{M

AR

AIHLMNE

Where does one code end and the other begin?
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4 Bit shift register o o . "
Data in: 10010 I

I
Data In o0————p ¥ @

o |sipsopt [rpriop? sip g Fpriopt L3 LR L
Cleck o

]

o —

o
0
o

o —

0}
0
o}

Ll

1 . . .
0 1 - -
0 0 1 -
1 0 0 1
0 1 0 0
- 0 1 0
RUB | Secure Mobile Networking | Prof. Dr.-Ing. Christian Zenger slide
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Bit shift register
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4 Bit shift register
Data in: 10010

Cloc | FipFop 1 |l Flop 2 | Flp Fop3 | Fiplop 4

for [T-Security il

a1 2 a3 24

e —

fa
0
L=

e —

Ea
a0

Cata In o0———— D

l’}
Clock o

T
“_:
=
7
T

A 5 Bit input tests two different 4 Bit
Codes!
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Bit shift register and De Bruijn Sequence hg{M
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De Bruijn Sequence:

* Sequenzlength: k™ + (n—1)
(k!)kn—l

C possible De Bruijn Sequences

* k:number of possible symbols (e.g., binary k=2)
 n:number of bits (e.g., key length)

s
W TR R el L KT, RSSO g o

Prof. N.G. de Bruijn (1918-2012
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Bit shift register and De Bruijn Sequence hg{M

De Bruijn Sequence:

00110 (5 Bits sequence) tests all different 2-Bit sequences
instead of 8 bits total

00110
00110
00110
00110

a8 755

Prof. N.G. de Bruijn (1918-2012

Instead of 00 01 11 10
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Bit shift register and De Bruijn Sequence h91M
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De Bruijn Sequence:

0001011100 (10 Bits) tests all different 3-Bit sequences instead of

24 bits total

0001011100
0001011100
0001011100
0001011100
0001011100
0001011100
0001011100
0001011100

Instead of 000 001 010 101011 111110100

AT
3 (75
~ B
. oAl
e
i e &
e ot
=
%0, -
L
e ety
P g
5 % vep’
B <
By
s
e
o Ry S Al Lot TS )
ot SHs e (G0 !

Prof. N.G. de Bruijn (1918-2012
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Bit shift register and De Bruijn Sequence
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De Bruijn Sequence:

0000100110101111000 (19 Bits) tests all different 4-Bit sequences

instead of 64 bits total

0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000

Instead of 0000 0001 0010 0100...1111 11101100 1000

0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000
0000100110101111000

~ '-);
e |
' L
A
295 =
e
P A X
,;;;” ST
e p!
e
s e
Puoctels
foen e 233 "4'\’.:..}‘% "&n};ﬁ”“"“:

Prof. N.G. de Bruijn (1918-2012)
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Bit shift register and De Bruijn Sequence hgiM
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De Bruijn Sequence:

000001000110010100111010110111110000 (36 Bits) tests all
different 5-Bit sequences instead of 160 bits total

000001000110010100111010110111110000
000001000110010100111010110111110000
000001000110010100111010110111110000 pr
000001000110010100111010110111110000 L x

[
s

Prof N.G. ijn (1918-20)
000001000110010100111010110111110000
000001000110010100111010110111110000
000001000110010100111010110111110000

Instead of 00000 00001 00010 00100 ...11100 11000 10000
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Bit shift register and De Bruijn Sequence hgiM
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De Bruijn Sequence:

00000010000110001010001110010010110011010011110101011
1011011111100000 (69 Bits) tests all different 6-Bit sequences
instead of 384 bits total

00000010000110001010001...111101010111011011111100000 =
00000010000110001010001...111101010111011011111100000 x.

00000010000110001010001...111101010111011011111100000 L
Prof N.G. ijn (1918-20)
00000010000110001010001...111101010111011011111100000
00000010000110001010001...111101010111011011111100000
00000010000110001010001...111101010111011011111100000

Instead of 000000 000001 000010 ... 111000 110000 100000
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Bit shift register and De Bruijn Sequence hgiM
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De Bruijn Sequence:

00000001000001100001010000111000100100010110001101000
11110010011001010100101110011011001110100111110101011
0101111011011101111111000000 (134 Bits) tests all different 7-
Bit sequences instead of 896 bits total

000000010000011000010100001...111011011101111111000000
000000010000011000010100001...111011011101111111000000
000000010000011000010100001...111011011101111111000000

000000010000011000010100001...111011011101111171000000
000000010000011000010100001...111011011101111117000000

Instead of 0000000 0000001 0000010 ... 1100000 1000000

3
% i o
[
o o 1
. 1
S x

Prof. N.G. de Bruijn (1918-2012)
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Bit shift register and De Bruijn Sequence hg{M
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De Bruijn Sequel?/ \

0000000100000.
1111001001100]  We can use this for our Brute Force Attack. For L&
0101111011011. every 8-12 Bit garage door:

Bit sequences in

0000000100000] (212 4 11) » 22
0000000100000,
0000000100000

= 8214ms = 8,214 sec

& iy
~
i
R
P -
{
S N IO
S heds ?\* 1&‘ ok,
TN T ook SENE

N.G. de Bruijn (1918-2012)

00000001000001 10~
000000010000011000010100001...111011011101111117000000

Instead of 0000000 0000001 0000010 ... 1100000 1000000
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Countermeasures hm'M
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e Use a large key space

* Brute forcing the key takes more time
* Require a preamble/postamble word for each key

e Sending De Bruijn Sequences won‘t work anymore
* Use rolling codes!

* More on that later
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Opening the car
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The garage is now open...

Next time in WPLS:
How do we open the car?
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Bachelor/Master-Praktikum
‘r] Wireless Physical Layer Security (SS 2023)

Moodle Course
Passwort: wpls2023

IN MOODLE
TODAY
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https://moodle.ruhr-uni-bochum.de/course/view.php?id=52068

Questions? h91M

Bachelor/Master-Praktikum
I Wireless Physical Layer Security (SS 2023)

Many thanks for your attention!

e IN MOODLE

... Or maybe later:

christian.zenger@rub.de TODAI

johannes.kortz@rub.de
jonathan.mazyrko@rub.de
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* Parts of this lectures are based on the lecture “Drive it like you hacked it” by
Samy Kamkar (DefCon 2016)

* Parts of this lectures are based on the lecture “Physical Layer Security for
Wireless Systems (PhySec)” at TU Darmstadt (Winter Term 2015)

* This document has been distributed by the contributing authors as a means to
ensure timely dissemination of scholarly and technical work on a non-
commercial basis.

* Copyright and all rights therein are maintained by the authors or by other
copyright holders
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